Lancashire Fire and Rescue Privacy Notice

DDaT Service Desk

General Data Protection Regulation (GDPR) Privacy Notice for employees, former employees, volunteers and secondees.


What is the purpose of this document?

Lancashire Fire and Rescue Service (LFRS) is committed to protecting the privacy and security of your personal / sensitive information.  

This privacy notice describes how we collect and use personal information about you during and after you apply for a position with LFRS, in accordance with the UK Data Protection legislation.

Not all aspects of this privacy notice apply to all categories; personal data will be processed in accordance with the circumstances relevant to each category of person.  

LFRS is the data controller for the information held about you relating to your application for employment with the Service.  If you have any queries about the process or how we handle your information please contact us at Human Resources, Lancashire Fire and Rescue Service, Headquarters, Garstang Road, Fulwood, Preston, PR2 3LH.

This notice does not form any contract of employment or other contract to provide services.  We may update this notice at any time.


What will we do with the information you provide to us?

The information you provide will be used to enable Lancashire Fire and Rescue Service (LFRS) to deliver, manage and support ICT services effectively. This includes logging and resolving service requests and incidents, communicating with you about progress or resolution, and maintaining service performance and audit records.

Your information may also be used to support service improvement activities, system monitoring, security investigations, and business continuity planning. Where possible, information is anonymised for reporting and analysis purposes.

















What information do we ask for, and why?

When you contact the Service Desk or use the ITSM system, we may ask for the following information:

· Your name, job role and contact details
· Your username or employee identifier
· Details of the issue, request or query you are reporting
· System, device or service information relevant to the request
· Dates, times and interaction history relating to the request

This information is required so we can correctly identify you, understand your request, communicate updates, and ensure the appropriate resolution and audit trail. We only collect information that is necessary and relevant for the delivery and support of ICT services.


Lawful basis for processing

The information collected by DDaT Department is classed as Special Categories of Data as it is more sensitive than other forms of personal data. In order to process Special Categories of Data we must have a lawful basis under Article 6 and a separate condition under Article 9 of the GDPR.


General Data Protection Regulation

The condition for processing under the GDPR will be:

· Article 6(1)(e) – performance of a task carried out in the public interest or in the exercise of official authority.
· Article 9(2)(b) – Employment, social security and social protection (if authorised by law).
· Article 9(2)(g) – Reasons of substantial public interest (with a basis in law). – Schedule 1 of the DPA 2018
· 8. Equality of opportunity or treatment
·  16. Support for individuals with a particular disability or medical condition.


Automated decision making, including profiling

When Lancashire Fire and Rescue Service process your information, we will not process your data to make a decision by wholly automated means.















Who will have access to the information? 

Upon request from the responsible department, the relevant person would access the footage to download. They would then pass it to the Information Governance department/relevant department, who has a legitimate reason to review it. For the purposes of prevention and detection of crime, we would securely disclose the footage to the police, upon request.  Relevant footage can also be requested under the subject access provisions of the Data Protection Act, or where appropriate, under the Freedom of Information Act. 


Use of data processors

Lancashire Fire and Rescue Service (LFRS) uses a third-party IT Service Management (ITSM) system to record, manage and resolve ICT service requests, incidents, problems and changes. The supplier of this system acts as a data processor on behalf of LFRS and processes personal data only in accordance with our documented instructions.
Appropriate contractual, technical and organisational safeguards are in place to ensure that personal data is processed securely and in compliance with UK GDPR. Personal data is not used by the supplier for any purpose other than the delivery and support of the ITSM service.

How long is the information retained for?

Personal data recorded within the ITSM system is retained only for as long as necessary to support operational requirements, auditing, reporting and statutory obligations.
Records relating to service desk activity are typically retained in line with LFRS retention schedules, after which they are securely deleted or anonymised. Retention periods may vary depending on the nature of the record, for example incidents, service requests or audit logs.


Why does LFRS process personal data?

LFRS processes personal data within the ITSM system in order to:
· Provide and support ICT services to employees and authorised users
· Record and manage service requests, incidents and technical issues
· Communicate with users about their requests or system availability
· Maintain service quality, performance monitoring and reporting
· Meet audit, security and business continuity requirements

The lawful basis for processing is that it is necessary for the performance of a task carried out in the public interest and for the exercise of official authority vested in LFRS.


Disclosure of personal information

Personal information held within the ITSM system is not routinely shared with third parties. Where necessary, information may be shared with trusted suppliers and support partners acting as data processors, solely for the purpose of delivering and supporting ICT services.
Personal data may also be disclosed where required by law, regulation, or to meet statutory or regulatory obligations. LFRS does not sell or share personal data for marketing purposes.






How to contact us

LFRS tries to meet the highest standards when collecting and using personal information. For this reason, we take any complaints we receive about this very seriously. We encourage people to bring it to our attention if they think that our collection or use of information is unfair, misleading or inappropriate. We would also welcome any suggestions for improving our procedures.

This privacy notice was drafted with brevity and clarity in mind. It does not provide exhaustive detail of all aspects of LFRS’s collection and use of personal information. However, we are happy to provide any additional information or explanation needed. Any requests for this should be sent to the address below.

If you want to make a complaint about the way we have processed your personal information, you can contact us at the address below.
If you want to request information about our privacy policy you can write to: 

Head of Human Resources
Lancashire Fire and Rescue Service 
Fire Service HQ
Garstang Road
Fulwood
Preston
PR2 3LH


Your Rights

In certain circumstances the Data Protection Act 2018 will provide you with various rights regarding your personal information, such as the right to; 

· Request sight of the information that we are holding on you 
· Request the rectification of any inaccurate personal data 
· Request erasure of personal data 
· Request restriction of processing 
· Object to the processing of your data 
· Data portability 
· Lodge a complaint with the Information Commissioner’s Office 
· Request to withdraw consent where the processing is based on consent 

To find out more about your rights click here.

If you have any concerns or would like to discuss how we use your information, please contact: 

Information Governance 
Lancashire Fire and Rescue Service 
Fire Service HQ 
Garstang Road
Fulwood
Preston 
PR2 3LH

Email: infogov@lancsfirerescue.org.uk 
Telephone: 01772 866842  

Or:

The Data Protection Officer
Lancashire Fire and Rescue Service 
Fire Service HQ 
Garstang Road
Fulwood
Preston 
PR2 3LH

Email: dominichowell@lancsfirerescue.org.uk 


You can also contact the Information Commissioner's Office for further guidance or to lodge a complaint at: 

Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire
SK9 5AF
www.ico.org.uk

Telephone: 0303 123 1113

Changes to this privacy notice

We keep this privacy notice under regular review. It will be reviewed at least once every 3 years and if appropriate, amended to maintain its relevance with changes to legislation and best practice guidelines.
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