National Fraud Initiative Privacy Notice

Lancashire Fire and Rescue Service is required by law to protect the public funds we administer.  We may share information provided to us with other bodies responsible for auditing or administering public funds, in order to prevent and detect fraud.
The Cabinet Office currently requires us to participate in a data matching exercise to assist in the prevention and detection of fraud.  
LFRS process your data to participate in the National Fraud Initiative data matching exercise which is co-ordinated by the Cabinet. Data matching involves comparing computer records held by one body against other computer records held by the same or another body to see how far they match. This is usually personal information.  Computerised data matching allows potentially fraudulent claims and payments to be identified.  Where a match is found it may indicate that there is an inconsistency which requires further investigation.  No assumption can be made as to whether there is fraud, error or other explanation until an investigation is carried out.
The Service is required to provide payroll, pensions and supplier data the first week of October 2022, which will require us to process personal data
Personal Data
We are required to provide particular sets of data to the Cabinet Office for matching for each exercise, and these are set out in the Cabinet Office’s guidance.
Lawful basis for processing
As personal data is being collected and processed LFRS need to meet certain criteria under the General Data Protection Regulation (GDPR).
General Data Protection Regulation
The condition for processing under the GDPR will be:
· Article 6(1)(c) of the GDPR the processing is necessary for the compliance with any legal obligation to which the controller is subject. The legal obligation is under Part 6 of the Local Audit and Accountability Act 2014 (LAAA). It does not require the consent of the individuals concerned under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018.
Data matching by the Cabinet Office is subject to a code of practice.
For further information on the Cabinet Office’s legal powers and the reasons why it matches particular information, see National Fraud Initiative privacy notice.
Retention
We retain the information for this particular purpose for as long as it takes to pass on to the Cabinet Office.

Recipients
Personal data will be shared by us as necessary for the purposes of preventing and detecting fraud with the Cabinet Office
Your rights
You have the right to request information about how your personal data are processed, and to request a copy of that personal data. You have the right to request that any inaccuracies in your personal data are rectified without delay. You have the right to request that any incomplete personal data are completed, including by means of a supplementary statement. You have the right in certain circumstances (for example, where accuracy is contested) to request that the processing of your personal data is restricted.
Further Information
There is more information on the intranet and on the Cabinet Office website.
You can also contact Director of Corporate Services on 01772 866804.
Complaints
Please contact the Data Protection Officer in the first instance at:
FAO: Data Protection Officer
Lancashire Fire and Rescue Service Headquarters
Garstang Road,​
Fulwood,
Preston,
PR2 3LH

Email: infogov@lancsfirerescue.org.uk
If you consider that your personal data has been misused or mishandled, you may make a complaint to the Information Commissioner, who is an independent regulator. The Information Commissioner can be contacted at:
Information Commissioner's Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire 
SK9 5AF 
Telephone: 0303 123 1113
Email: casework@ico.org.uk
Any complaint to the Information Commissioner is without prejudice to your right to seek redress through the courts.
Changes to this Privacy Notice
We keep this privacy notice under regular review.  It will be reviewed at least once every 3 years and if appropriate, amended to maintain its relevance with changes to legislation and best practice guidelines.
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